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Cybersecurity  for Curriculum Alignment 

     

6. Privacy Ethical, Legal and Regulatory Considerations

KSA Description Knowledge, Skill, or Ability?
Bloom's Taxonomy 

Level?
Cross-cutting KSAs Course Number/Name Learning Outcome

a Describe how global legal, ethical, and regulatory constraints might impact cybersecurity. Knowledge 2  

b
Identify the established legal, ethical and regulatory issues in cybersecurity facing 
organizations. Knowledge 2  

c
Explain how ethical, legal, and regulatory issues should/must be considered in securing 
systems and data. Knowledge 2  

d Understand the limitations of cybersecurity. Knowledge 2  

e
Identify the global, national and state laws on privacy  and the important issues around 
privacy Knowledge 2  

f
Identify the established privacy issues in cybersecurity facing organizations including 
sensitive information Knowledge 2  

g Explain how privacy must be considered in securing systems and data. Knowledge 2  

h Discuss the importance regulations (GDPR, Californnia, other states) Knowledge 2  

i Demonstrate awareness of personal privacy  and how cybersecurity can protect it Knowledge 3  

j Describe the tradeoffs between privacy and security. Knowledge 2  

k

Identify the need for personal security in today's digital ecosystem and describe how 
personal identification, including personally idetifiabe information (PII) and person health 
information (PHI), can be safeguarded Knowledge 2  


